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ʉʦʚʨʝʤʝʥʥʦʝ ʨʝʰʝʥʠʝ ð 
ʵʪʦ: 

ʊʈʋɼʅʆ ʅɽ ɿɸʄɽʊʀʊʔ ʈɸɿʅʀʎʋ 

ɺʳʩʦʢʠʝ ʩʢʦʨʦʩʪʠ 

ʆʪʢʘʟʦʫʩʪʦʡʯʠʚʦʩʪʴ ʚʦ ʚʩʝʤ 

ʈʘʩʧʨʝʜʝʣʝʥʥʦʩʪʴ 

ʇʦʜʜʝʨʞʢʘ çʦʙʣʘʯʥʳʭè ʩʝʨʚʠʩʦʚ 

ʇʦʜʜʝʨʞʢʘ ʫʧʨʘʚʣʷʝʤʳʭ ʫʩʣʫʛ 
ʙʝʟʦʧʘʩʥʦʩʪʠ 

çʈʝʘʣʴʥʘʷè ʟʘʱʠʪʘ 

ʉʦʦʪʚʝʪʩʪʚʠʝ ʪʨʝʙʦʚʘʥʠʷʤ 
ʨʝʛʫʣʷʪʦʨʦʚ 



ɿʘʜʘʯʠ ʰʠʬʨʦʚʘʥʠʷ ʪʨʘʬʠʢʘ 
ʈʘʥʴʰʝ 

˽͚ͪͦͫͭͦ ͙͔ͨͪͣͪ 



ɿʘʜʘʯʠ ʰʠʬʨʦʚʘʥʠʷ ʪʨʘʬʠʢʘ 
ʉʝʡʯʘʩ 

˽͚ͪͦͫͭͦ ͙͔ͨͪͣͪ 



Multi -LinkÊ ʪʝʭʥʦʣʦʛʠʷ 
ɽʜʠʥʩʪʚʝʥʥʦʝ ʥʘ ʨʳʥʢʝ ʨʝʰʝʥʠʝ, 

ʢʦʪʦʨʦʝ ʦʙʝʩʧʝʯʠʚʘʝʪ ʜʝʡʩʪʚʠʪʝʣʴʥʦ 

ʦʪʢʘʟʦʫʩʪʦʡʯʠʚʫʶ ʩʚʷʟʴ 

ʦʜʥʦʚʨʝʤʝʥʥʦ ʯʝʨʝʟ ʥʝʩʢʦʣʴʢʦ 

ʧʨʦʚʘʡʜʝʨʦʚ ʩʚʷʟʠ (ʥʘʧʨʠʤʝʨ, 

ʀʥʪʝʨʥʝʪ).  

ʆʙʝʩʧʝʯʝʥʠʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢʘʥʘʣʦʚ 

ʩʚʷʟʠ  
Active/active/active/é. ï ʜʦ 16 ʢʘʥʘʣʦʚ 

ʦʜʥʦʚʨʝʤʝʥʥʦ! 

ʀʩʢʣʶʯʘʝʪ ʜʦʨʦʛʠʝ ʨʝʰʝʥʠʷ ʥʘ 

IGP/EGP ʧʨʦʪʦʢʦʣʘʭ (OSPF, BGPé) 

ɹʝʟʦʧʘʩʥʦ  ʠ ʤʘʩʰʪʘʙʠʨʫʝʤʦ 
ʅʝʦʛʨʘʥʠʯʝʥʥʦʝ ʢʦʣʠʯʝʩʪʚʦ  ʠ ʪʠʧʳ 

ʩʦʝʜʠʥʝʥʠʡ  

ʇʦʜʜʝʨʞʢʘ ʢʨʠʪʠʯʝʩʢʠʭ ʪʝʭʥʦʣʦʛʠʡ 

ʚʩʪʨʦʝʥʥʳʤʠ(!) ʬʫʥʢʮʠʷʤʠ QoS 
ʅʘʧʨʠʤʝʨ, VoIP, video ʢʦʥʬʝʨʝʥʮʠʠ  

 

MPLS 

 
INTERNET 

DSL 

 

Cable  
Modem 

 

DSL 

 

Remote Office 

 

ω˨ ͙͔͙͔ͦͫͭ͗ͤ ͙͒ͦͫͭͯͨͤͦͫͭ 0,99999 



ɼʠʥʘʤʠʯʝʩʢʘʷ ʙʘʣʘʥʩʠʨʦʚʢʘ 
ʥʘʛʨʫʟʢʠ  Server Load 
Balancing  
ʀʩʢʣʶʯʘʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʚ 
ʜʦʧʦʣʥʠʪʝʣʴʥʦʤ ʦʙʦʨʫʜʦʚʘʥʠʠ  
ʅʝ ʣʠʤʠʪʠʨʦʚʘʥʥʦʝ ʢʦʣʠʯʝʩʪʚʦ 
ʩʝʨʚʝʨʦʚ ʜʣʷ ʙʘʣʘʥʩʠʨʦʚʢʠ   

ʊʦʯʥʳʡ ʤʦʥʠʪʦʨʠʥʛ ʜʦʩʪʫʧʥʦʩʪʠ  ʠ 
ʩʦʩʪʦʷʥʠʷ  

ʆʧʪʠʤʠʟʘʮʠʷ ʪʨʘʬʠʢʘ  

ɸʚʪʦʤʘʪʠʯʝʩʢʠʝ ʢʦʨʨʝʢʪʠʨʫʶʱʠʝ 
ʜʝʡʩʪʚʠʷ  

ʇʨʦʟʨʘʯʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʩʝʨʚʝʨʘʤʠ  

ɸʚʪʦʤʘʪʠʯʝʩʢʠ ʨʘʩʧʨʝʜʝʣʷʝʪ ʪʨʘʬʠʢ 
ʅʝʪ ʦʛʨʘʥʠʯʝʥʠʡ ʧʦ ʢʦʣʠʯʝʩʪʚʫ 
ʢʣʠʝʥʪʩʢʠʭ ʩʦʝʜʠʥʝʥʠʡ 

ʈʘʙʦʪʘʝʪ ʥʘ ʚʩʝʭ ʧʣʘʪʬʦʨʤʘʭ! 

 

 

Load Balancing 

 



ʉʦʚʨʝʤʝʥʥʦʝ ʨʝʰʝʥʠʝ ð 
ʵʪʦ: 
ɺʳʩʦʢʠʝ ʩʢʦʨʦʩʪʠ 

ʆʪʢʘʟʦʫʩʪʦʡʯʠʚʦʩʪʴ ʚʦ ʚʩʝʤ 
ʈʘʩʧʨʝʜʝʣʝʥʥʦʩʪʴ 

ʇʦʜʜʝʨʞʢʘ çʦʙʣʘʯʥʳʭè ʩʝʨʚʠʩʦʚ 

ʇʦʜʜʝʨʞʢʘ ʫʧʨʘʚʣʷʝʤʳʭ ʫʩʣʫʛ 
ʙʝʟʦʧʘʩʥʦʩʪʠ 

çʈʝʘʣʴʥʘʷè ʟʘʱʠʪʘ 

ʉʦʦʪʚʝʪʩʪʚʠʝ ʪʨʝʙʦʚʘʥʠʷʤ 
ʨʝʛʫʣʷʪʦʨʦʚ 



ʇʦʣʥʦʮʝʥʥʘʷ ʢʣʘʩʪʝʨʠʟʘʮʠʷ 
ʋʥʠʢʘʣʴʥʳʡ ʢʣʘʩʪʝʨ ʜʦ 16 ʫʩʪʨʦʡʩʪʚ 

ɼʦʩʪʠʞʝʥʠʝ ʜʦʩʪʫʧʥʦʩʪʠ 0,99999 

ʥʝ ʪʨʝʙʫʝʪ ʧʝʨʝʢʦʥʬʠʛʫʨʘʮʠʡ ʩʝʪʠ  

ʅʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʦʙʩʣʫʞʠʚʘʪʴ  

ʂʣʘʩʪʝʨʳ ʫʧʨʘʚʣʷʶʪʩʷ ʢʘʢ ʝʜʠʥʦʝ 
ʫʩʪʨʦʡʩʪʚʦ 

ʂʣʘʩʪʝʨʠʟʦʚʘʥʥʳʡ  VPN ï 
ʦʙʝʩʧʝʯʠʚʘʝʪ ʧʦʣʥʦʮʝʥʥʫʶ 
ʜʦʩʪʫʧʥʦʩʪʴ  

ʇʦʟʚʦʣʷʝʪ ʧʦʩʪʝʧʝʥʥʦ ʥʘʨʘʱʠʚʘʪʴ 
ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ 

ʂʦʥʮʝʧʮʠʷ çpay-as-you-growè - 
ʨʘʟʥʳʝ ʤʦʜʝʣʠ ʚ ʢʣʘʩʪʝʨʝ 

Firewall/VPN Cluster 

 

Node 1 

33% 

 

Node 2 

33% 

 

Node 3 

33% 

 

˽͔͍͊ͭͤͭͦ͊ͤͤ͊Ύ ͔ͭͻ͎͙ͤͦͦ͡Ύ 
ζdrop-in-clusteringη 

˹͔ ͭͤ ͔ͦ͋ͻ͙͙ͦ͒ͣͦͫͭ ͙͙͒ͭ ͤ͊ 
͙ͦͣͨͪͦͣͫͫ͟Υ ͍·͙͚ͫͦ͟ ͍͔ͯͪͦͤΈ 
͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͙͙͡ ͍·ͫͦ͊͟Ύ ͫͦͪͦͫͭ͟Έ 



Inline IPS ʢʣʘʩʪʝʨʠʟʘʮʠʷ  - 
ʥʫʞʥʦ 30 Gb /s? 
ʂʣʘʩʪʝʨʠʟʘʮʠʷ: 

ʋʚʝʣʠʯʠʚʘʝʪʩʷ ʩʢʦʨʦʩʪʴ ʨʘʙʦʪʳ IPS  

ʇʨʦʩʪʦʝ ʫʧʨʘʚʣʝʥʠʝ ʢʣʘʩʪʝʨʦʤ = ʢʘʢ ʦʜʥʘ 

IPS  

çFault toleranceè ʜʣʷ ʩʝʨʚʠʩʦʚ IPS 

(ʦʪʢʘʟʦʫʩʪʦʡʯʠʚʦʩʪʴ): 

Hardware  bypass (inline pair) 

Software bypass 

IPS ʜʣʷ ʜʘʪʘʮʝʥʪʨʦʚ ï ʜʦ 15 ɻʙ/ʩ ʥʘ ʫʟʝʣ 

ɼʦ 10 ʤʣʥ. ʦʜʥʦʚʨʝʤʝʥʥʳʭ ʩʦʝʜʠʥʝʥʠʡ 

Inline Serial Cluster Scalability
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SMC HA  
ʠ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ 
ʀʥʢʨʝʤʝʥʪʘʣʴʥʘʷ ʨʝʧʣʠʢʘʮʠʷ 

ʆʧʝʨʘʮʠʠ ʠʟ GUI 

ʄʘʩʰʪʘʙʠʨʫʝʤʦʩʪʴ ʜʦ ʪʳʩʷʯ 
ʫʩʪʨʦʡʩʪʚ 

ʉʢʦʨʦʩʪʴ ʦʙʨʘʙʦʪʢʠ ʩʦʙʳʪʠʡ ʜʦ 
100 ʪʳʩ./ʩʝʢ. 

ʕʬʬʝʢʪʠʚʥʦʩʪʴ ʧʝʨʝʜʘʯʠ 
ʠʥʬʦʨʤʘʮʠʠ: 

~150 ʙʘʡʪ/ʩʦʙʳʪʠʝ 

ʆʙʤʝʥ ʤʝʞʜʫ ʩʝʨʚʝʨʦʤ ʠ ʢʣʠʝʥʪʦʤ 

ʆʜʥʦʚʨʝʤʝʥʥʳʝ ʦʧʝʨʘʮʠʠ 

ʈʘʩʧʨʝʜʝʣʝʥʠʝ ʥʘʛʨʫʟʢʠ 

 

 

 

ACTIVE 

STANDBY 

STANDBY 



ʉʦʚʨʝʤʝʥʥʦʝ ʨʝʰʝʥʠʝ ð 
ʵʪʦ: 
ɺʳʩʦʢʠʝ ʩʢʦʨʦʩʪʠ 

ʆʪʢʘʟʦʫʩʪʦʡʯʠʚʦʩʪʴ ʚʦ ʚʩʝʤ 

ʈʘʩʧʨʝʜʝʣʝʥʥʦʩʪʴ 
ʇʦʜʜʝʨʞʢʘ çʦʙʣʘʯʥʳʭè ʩʝʨʚʠʩʦʚ 

ʇʦʜʜʝʨʞʢʘ ʫʧʨʘʚʣʷʝʤʳʭ ʫʩʣʫʛ 
ʙʝʟʦʧʘʩʥʦʩʪʠ 

çʈʝʘʣʴʥʘʷè ʟʘʱʠʪʘ 

ʉʦʦʪʚʝʪʩʪʚʠʝ ʪʨʝʙʦʚʘʥʠʷʤ 
ʨʝʛʫʣʷʪʦʨʦʚ 



ɿʦʥʘ ʢʦʤʬʦʨʪʘ StoneGate  

ʇʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ 

ʚʦ ʚʩʝʤ! 

ʋʧʨʘʚʣʷʝʤʦʩʪʴ 

ʈʘʟʚʝʨʪʳʚʘʝʤʦʩʪʴ 

(ʊʉʆ) 

SMB 

Non Network 
Centric 

Enterprise 

Critical Network 

Distributed Enterprise 

Military Grade 

ˣ
͔
͘
ͦ
ͨ
͊
ͫ
ͤ
ͦ
ͫ
ͭ
Έ

 

͚̂ͫͭͦ;͙͍ͦͫͭΈΣ ͍͍͙͍͔ͦͫͫͭ͊ͤ͊͊ͣͦͫͭ͡Έ  

˭ͦͤ͊ ͦͣ͟ͺͦͪͭ͊ 
StoneGate 
 



ʊʠʧʠʯʥʳʝ ʰʘʛʠ ʨʝʘʣʠʟʘʮʠʠ 
ʇʦʢʫʧʢʘ ʠ ʣʦʛʠʩʪʠʢʘ (ʥʠʢʫʜʘ ʥʝ ʜʝʪʴʩʷ) 

ɿʘʪʨʘʪʳ ʥʘ ʚʥʝʜʨʝʥʠʝ 
ʇʝʨʚʦʥʘʯʘʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ 

ɼʫʙʣʠʨʦʚʘʥʠʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʦ ʫʩʪʨʦʡʩʪʚʘʤ 

ʆʪʣʘʜʢʘ ʠ ʪʝʩʪʠʨʦʚʘʥʠʝ 

ʇʨʠʥʷʪʠʝ ʚ ʵʢʩʧʣʫʪʘʮʠʶ (ʪʝʩʪʠʨʦʚʘʥʠʝ ʠ 
ʜʦʢʫʤʝʥʪʠʨʦʚʘʥʠʝ ï ʥʘʛʣʷʜʥʦʩʪʴ!) 

ɿʘʪʨʘʪʳ ʥʘ ʧʦʜʜʝʨʞʢʫ 
ʅʝ ʪʦʣʴʢʦ ʪʝʭʥʠʯʝʩʢʘʷ ʧʦʜʜʝʨʞʢʘ 

ɺʠʟʫʘʣʠʟʘʮʠʷ ʪʝʢʫʱʝʛʦ ʫʨʦʚʥʷ ʟʘʱʠʪʳ 

ʈʝʛʣʘʤʝʥʪʥʦʝ ʪʝʩʪʠʨʦʚʘʥʠʝ [ʩʦʦʪʚʝʪʩʪʚʠʷ]é 

˿͙ͭͯ͊ͼ͙Ύ ͍͙ͫͭ͊ͤͦͭͫΎ 
͔͙͚ͤͦ͋ͪ͊ͭͣͦΣ ͎ͦ͒͊͟ ͔ͯ͗ 
͔ͤ͡Έ͘Ύ ͫ͊͊ͭ͘͟ΈΥ ζ˨͍͚͔͊͊ͭ ͍͔ͫ 
͔͊͋ͯ͒ͣ͘Ηη 
 



ʄʘʩʰʪʘʙʠʨʫʝʤʦʩʪʴ ʠ 
ʫʧʨʘʚʣʷʝʤʦʩʪʴ 

Situation Awareness 
òMore han 99% of firewall breaches 

are caused by misconfigurations 

rather than firewall flaws.ò 



ʇʨʦʮʝʩʩ ʫʧʨʘʚʣʝʥʠʷ 
ʙʝʟʦʧʘʩʥʦʩʪʴʶ 
ʀʜʝʥʪʠʬʠʢʘʮʠʷ ʨʠʩʢʦʚ 

 

ɿʘʱʠʪʘ ʘʢʪʠʚʦʚ 

 

ɼʝʪʝʢʪʠʨʦʚʘʥʠʝ ʚʟʣʦʤʦʚ 

 

ʈʝʘʢʮʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ 

 

ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʩʠʩʪʝʤ 

 

ʇʝʨʝʩʤʦʪʨ ʧʨʦʮʝʩʩʦʚ ʠ  

ʫʨʦʚʥʷ ʟʘʱʠʪʳ 



 

ʇʈʆɸʂʊʀɺʅɸʗ ʉʀʉʊɽʄɸ ʋʇʈɸɺʃɽʅʀʗ  ʅʆɺʆɻʆ 

ʇʆʂʆʃɽʅʀʗ  
ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʩʦʟʜʘʥʥʦʛʦ 
ʵʣʝʤʝʥʪʘ ʚʦ ʚʩʝʭ 
ʢʦʥʬʠʛʫʨʘʮʠʷʭ 

ʎʝʥʪʨʘʣʠʟʦʚʘʥʥʦʝ ʭʨʘʥʠʣʠʱʝ 

ʅʘʛʣʷʜʥʦʩʪʴ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʴʶ 

ʆʧʪʠʤʠʟʘʮʠʷ ʧʦʣʠʪʠʢ ʀɹ 

ɻʣʦʙʘʣʴʥʦʝ 
ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ 

ʀʥʪʝʨʘʢʪʠʚʥʳʡ ʤʦʥʠʪʦʨʠʥʛ ʠ 
ʦʧʦʚʝʱʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʚ 
ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ 

ʄʦʥʠʪʦʨʠʥʛ ʩʪʦʨʦʥʥʠʭ 
ʫʩʪʨʦʡʩʪʚ 

SOC / SIEM ʠʥʪʝʛʨʘʮʠʷ  

ʋʧʨʘʚʣʝʥʠʝ ʇʆ, ʧʨʦʛʨʘʤʤʥʦ-
ʘʧʧʘʨʘʪʥʳʤʠ ʠ ʚʠʨʪʫʘʣʴʥʳʤʠ 
ʨʝʰʝʥʠʷʤʠ ʠʟ ʦʜʥʦʡ ʪʦʯʢʠ 

 



ʈʫʩʩʢʠʡ ʠʥʪʝʨʬʝʡʩ! 
 



ɺʦʩʪʨʦʝʙʦʚʘʥʥʦʩʪʴ 
Mass Security  

ʊʦʯʢʠ ʧʨʠʩʫʪʩʪʚʠʷ ʙʠʟʥʝʩʘ 

ʊʨʝʙʦʚʘʥʠʷ 
ʙʝʟʦʧʘʩʥʦʩʪʠ 

ɺʳʩʦʢʠʝ 

ɹʘʟʦʚʳʝ 

ʆʜʥʘé é ʩʦʪʥʠ 

ʉʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʝ 
ʨʝʰʝʥʠʷ 
Åʇʨʦʤʳʰʣʝʥʥʳʝ 

Åɽʜʠʥʠʯʥʳʝ ʟʘʚʦʜʳ, 
ʧʨʦʤʳʰʣʝʥʳʝ ʚʥʝʜʨʝʥʠʷ, 
ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʦʬʠʩʳ 

ʇʨʦʬʝʩʩʠʦʥʘʣʴʥʳʝ 
ʩʝʨʚʠʩʳ ʟʘʱʠʪʳ 
Åʆʨʠʝʥʪʠʨʦʚʘʥʳ ʥʘ ʚʦʝʥʥʳʭ 

Åʅʘʮʠʦʥʘʣʴʥʳʝ ʠʥʪʝʨʝʩʳ, 
ʨʘʩʧʨʝʜʝʣʝʥʥʳʝ 
ʧʨʦʤʳʰʣʝʥʥʳʝ ʢʦʤʧʘʥʠʠ  ʠ 
R&D 

ʊʦʯʝʯʥʳʝ ʨʝʰʝʥʠʷ 
Åɹʘʟʦʚʳʝ, çʢʦʨʦʙʦʯʥʳʝè 
ʨʝʰʝʥʠʷ ʠ 
çʧʦʪʨʝʙʠʪʝʣʴʩʢʠʝè 
ʬʫʥʢʮʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ 

Åʊʦʣʴʢʦ ʜʣʷ ʦʜʥʦʡ ʪʦʯʢʠ 

Mass Security 
Åʆʩʥʦʚʥʳʝ, ʪʨʝʙʦʚʘʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ʜʣʷ ʙʠʟʥʝʩʘ 

Åʈʘʩʧʨʝʜʝʣʝʥʥʘʷ ʩʪʨʫʢʪʫʨʘ ʢʦʤʧʘʥʠʠ 

Åʋʜʘʣʝʥʥʳʝ ʦʬʠʩʳ ʠ ʪʦʯʢʠ 
ʧʨʠʩʫʪʩʪʚʠʷ 

Åʇʦʜʜʝʨʞʢʘ ʥʝʦʙʩʣʫʞʠʚʘʝʤʳʭ 
ʪʦʯʝʢ/ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʳʭ ʪʦʯʝʢ 



ʈʝʰʝʥʠʝ «Mass 
Security » 

Plug n Play ʠʥʩʪʘʣʣʷʮʠʷ: ʥʦʚʳʭ ʄʕ ʚ 
ʦʪʜʘʣʝʥʥʳʭ ʪʦʯʢʘʭ. 

ʇʨʠʤʝʥʝʥʠʝ ʧʦʣʠʪʠʢʠ: ʤʛʥʦʚʝʥʥʦʝ 
ʦʙʥʦʚʣʝʥʠʝ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 
ʣʶʙʦʡ ʠ ʢʘʞʜʦʡ ʠʟ ʪʦʯʝʢ ï ʥʠʢʘʢʠʭ 
ʟʘʜʝʨʞʝʢ. 

ɹʝʟʦʧʘʩʥʘʷ & ʦʪʢʘʟʦʫʩʪʦʯʠʚʘʷ 
ʩʚʷʟʥʦʩʪʴ ʧʦʩʨʝʜʩʪʚʦʤ ʥʝʩʢʦʣʴʢʠʭ 
ISP/CSP ʩʦʝʜʠʥʝʥʠʡ. 

ʃʝʛʢʦʝ ʫʧʨʘʚʣʝʥʠʝ ʧʦʤʦʛʘʝʪ ʩʜʝʣʘʪʴ 
ʙʦʣʝʝ ʧʨʦʟʨʘʯʥʳʤ IT ʟʘʪʨʘʪʳ, ʦʩʚʦʙʦʜʠʪʴ 
ʨʝʩʫʨʩʳ ʜʣʷ ʚʳʦʣʥʝʥʠʷ ʢʣʶʯʝʚʳʭ ʙʠʟʥʝʩ-
ʟʘʜʘʯ, ʚʤʝʩʪʦ  ʢʦʤʘʥʜʠʨʦʚʦʢ. 

1 

2 

3 

4 



ʀʥʪʫʠʪʠʚʥʳʝ 
ʦʧʝʨʘʮʠʠ 

ʇʨʦʱʝ ɹʳʩʪʨʝʝ ɼʝʰʝʚʣʝ ɹʝʟʦʧʘʩʥʝʝ 

ʂʣʶʯʝʚʳʝ 
ʧʨʝʠʤʫʱʝʩʪʚʘ 

ʉʦʟʜʘʪʴ ʦʜʠʥ ʨʘʟ, 
ʠʩʧʦʣʴʟʦʚʘʪʴ 
ʚʝʟʜʝ (ʟʘ 
ʩʝʢʫʥʜʳ) 

ʅʝʪ ʥʫʞʜʳ  ʚ 
ʣʦʢʘʣʴʥʦʤ IT 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʝ  

ʆʪʢʘʟʦʫʩʪʦʡʯʠʚʳʡ, 
ʟʘʱʠʱʝʥʥʳʡ ʦʪ 
ʯʝʣʦʚʝʯʝʩʢʠʭ 

ʦʰʠʙʦʢ, ʚʩʝʛʜʘ up-
to-date 



ʇʦʯʝʤʫ ʵʪʦ 
ʙʳʩʪʨʝʝ? 

ʇʨʠʤʝʨ: ʦʙʝʩʧʝʯʝʥʠʝ ʩʚʷʟʥʦʩʪʠ ʤʝʞʜʫ HQ ʠ 500 
ʫʜʘʣʝʥʥʳʤʠ ʩʘʡʪʘʤʠ 

ʇʨʷʤʘʷ 

ʎʝʥʪʨʘʣʠʟʦ- 

ʚʘʥʥʦʝ ʚ HQ 

ɸʚʪʦʤʘʪʠʟʠʨʦʚʘʥ- 

ʥʦʝ, Call to Cloud 

ʠʥʩʪʘʣʣʷʮʠʷ 

ʈʫʯʥʘʷ IT ʨʘʙʦʪʘ 

ʥʘ ʦʙʦʠʭ ʢʦʥʮʘʭ 

ɸʚʪʦʤʘʪʠʟʠʨʦʚʘʥ- 

ʥʦʝ, Call Home 

ʬʫʥʢʮʠʷ 

ʤʛʥʦʚʝʥʥʘʷ, 

Push 

Configuration 

ʈʫʯʥʘʷ IT ʨʘʙʦʪʘ 

ʥʘ ʦʙʦʠʭ ʢʦʥʮʘʭ 

ʆʜʠʥ ʟʘ 

ʜʨʫʛʠʤ 

ɼʆʉʊɸɺʂɸ 
ʇɽʈɺʆʅɸʏɸʃʔʅɸʗ 
ʂʆʅʌʀɻʋʈɸʎʀʗ ʉɺʗɿʅʆʉʊʔ 

ʆʂʆʅʏɸʊɽʃʔʅɸʗ 
ʂʆʅʌʀɻʋʈɸʎʀʗ  
ʇʆʃʀʊʀʂʀ 

ʈɸɹʆʊɸɽʊ 
ʀ ʆɹɽʉʇɽʏʀɺɸɽʊ  
ɹʀɿʅɽʉ-ɿɸɼɸʏʀ 

ɺʅɽɼʈɽʅʀɽ çʊʆʏɽʏʅʆɻʆè ʈɽʐɽʅʀʗ 

84 
ʩʝʢʫʥʜʳ 

16 
ʜʥʝʡ 

ʈʝʰʝʥʠʝ çMASS SECURITYè 

ɹʳʩʪʨʝʝ 



ʇʦʯʝʤʫ ʵʪʦ 
ʜʝʰʝʚʣʝ? 

ʇʨʠʤʝʨ: 500 ʩʘʡʪʦʚ 
TCO ʧʦʩʣʝ 3-ʭ ʣʝʪ 

ʊʦʯʝʯʥʦʝ ʨʝʰʝʥʠʝ 
ʇʨʦʬʠʣʴ ʟʘʪʨʘʪ 

ʈʝʰʝʥʠʝ MASS SECURITY  
ʇʨʦʬʠʣʴ ʟʘʪʨʘʪ 

ʉʪʦʠʤʦʩʪʴ ʝʜʠʥʠʮʳ 
ʧʨʦʜʫʢʪʘ 

ɺʨʝʤʷ ʨʘʟʚʝʨʪʳʚʘʥʠʷ 

ɼʦʥʘʩʪʨʦʡʢʘ ʚ ʛʦʜ 

ɻʦʪʦʚʳʝ ʟʘʪʨʘʪʳ ʥʘ 
ʩʦʧʨʦʚʦʞʜʝʥʠʝ 

ʉʪʦʠʤʦʩʪʴ ʝʜʠʥʠʮʳ 
ʧʨʦʜʫʢʪʘ 

 

ɺʨʝʤʷ ʨʘʟʚʝʨʪʳʚʘʥʠʷ 

ɼʦʥʘʩʪʨʦʡʢʘ ʚ ʛʦʜ 

ɻʦʪʦʚʳʝ ʟʘʪʨʘʪʳ ʥʘ 
ʩʦʧʨʦʚʦʞʜʝʥʠʝ 

ɻʦʜʦʚʘʷ ʧʣʘʪʘ  ʟʘ 
ʣʠʥʠʶ ʩʚʷʟʠ (MPSL) 

ɻʦʜʦʚʘʷ ʧʣʘʪʘ ʟʘ 
ʣʠʥʠʶ ʩʚʷʟʠ (ADSL) 

ɺʨʝʤʷ/ʩʪʦʠʤʦʩʪʴ ʥʘ 
ʩʘʡʪ 

15 ʥʦʚʳʭ ʩʘʡʪʦʚ ʚ ʛʦʜ 

ɼʝʰʝʚʣʝ 



ʉʦʚʨʝʤʝʥʥʦʝ ʨʝʰʝʥʠʝ ð 
ʵʪʦ: 
ɺʳʩʦʢʠʝ ʩʢʦʨʦʩʪʠ 

ʆʪʢʘʟʦʫʩʪʦʡʯʠʚʦʩʪʴ ʚʦ ʚʩʝʤ 

ʈʘʩʧʨʝʜʝʣʝʥʥʦʩʪʴ 

ʇʦʜʜʝʨʞʢʘ çʦʙʣʘʯʥʳʭè 
ʩʝʨʚʠʩʦʚ 

ʇʦʜʜʝʨʞʢʘ ʫʧʨʘʚʣʷʝʤʳʭ 
ʫʩʣʫʛ ʙʝʟʦʧʘʩʥʦʩʪʠ 
çʈʝʘʣʴʥʘʷè ʟʘʱʠʪʘ 

ʉʦʦʪʚʝʪʩʪʚʠʝ ʪʨʝʙʦʚʘʥʠʷʤ 
ʨʝʛʫʣʷʪʦʨʦʚ 



ʇʝʨʚʦʝ ʚ ʈʦʩʩʠʠ 
ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʝ ʨʝʰʝʥʠʝ  
StoneGate  SSL VPN 
ɹʝʟʦʧʘʩʥʳʡ ʜʦʩʪʫʧ ʠʟ ʣʶʙʦʡ ʪʦʯʢʠ, ʚ ʣʶʙʦʝ ʚʨʝʤʷ  ʩ ʣʶʙʳʭ 
ʫʩʪʨʦʡʩʪʚ (ʥʫʞʝʥ ʪʦʣʴʢʦ TCP/443!) 

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʚʘʰʠʤʠ ʪʨʝʙʦʚʘʥʠʷʤʠ  
ɺʩʪʨʦʝʥʥʘʷ ʜʚʫʭ ʬʘʢʪʦʨʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ  ( ʙʦʣʝʝ 15 ʚʠʜʦʚ ï ʚ 
ʢʦʤʧʣʝʢʪʝ )  

ʀʥʪʝʛʨʘʮʠʷ ʩ ʣʶʙʳʤʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʦʥʳʤʠ ʩʝʨʚʠʩʘʤʠ  

ʇʦʜʜʝʨʞʢʘ single sign-on & ID federation 

ʀʥʪʝʛʨʠʨʦʚʘʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʫʛʨʦʟʘʤʠ  
ʊʦʣʴʢʦ ʜʦʚʝʨʝʥʥʳʝ ʩʦʝʜʠʥʝʥʠʷ  

ɸʥʘʣʠʟ ʮʝʣʦʩʪʥʦʩʪʠ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʫʜʘʣʝʥʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ  

ʇʨʠʤʝʥʝʥʠʝ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ  ʠ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʠʨʦʚʘʥʠʷ  

ʋʜʘʣʝʥʠʝ çʩʣʝʜʦʚè ʩʝʩʩʠʡ. 

ɻʨʘʥʫʣʠʨʦʚʘʥʥʦʝ  ʠ ʛʠʙʢʦʝ ʫʧʨʘʚʣʝʥʠʝ ʜʦʩʪʫʧʦʤ  
ɸʚʪʦʨʠʟʘʮʠʷ ʥʘ ʫʨʦʚʥʝ ʧʨʠʣʦʞʝʥʠʡ  

 

ʉʝʨʪʠʬʠʢʘʮʠʷ ʌʉʊʕʂ + ʌʉɹ*! 

 

 

TCP/443 (SSL) TCP/UDP (ANY) 



a2cloud  

ʂʦʤʙʠʥʘʮʠʷ ʪʝʭʥʦʣʦʛʠʡ 

SMC 

 
AUTH 
SRV 

 

 
SSL 
VPN 

 



ʎʝʥʪʨ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚʩʪʨʦʝʥ ʚ SMC 

 

Users 

SMC Domains 

Authentication 

User Storage 

Any LDAP 

Active  
Directory 

IBM RACF 
Tivoli 

Novell  
eDirectory 

Oracle 

Password 

MobileID 

Sync 

Challenge 

SMS 

FederatedID 



ʈʘʟʥʳʝ ʩʮʝʥʘʨʠʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 
 

In
te

rn
a

l 
N

e
tw

o
rk 

IPSec Tunnel 
2- Access 

4 ʚʩʪʨʦʝʥʥʳʭ ʤʝʪʦʜʘ (Password, 
MobileID Synchronized , MobileID 
Challenge, Mobile Text) 

ʂʨʦʤʝ ʪʦʛʦ, ʚʦʟʤʦʞʥʘ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ  ʯʝʨʝʟ VPN  c 
ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʜʚʫʭʬʘʢʪʦʨʥʦʡ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ  

ʇʦʜʜʝʨʞʠʚʘʶʪʩʷ eToken, 
RUToken 

 



ʇʨʠʤʝʨ: 

ʇʨʦʙʣʝʤʳ 

ɼʦʩʪʫʧ ʢ ʚʝʙ-ʩʝʨʚʠʩʘʤ ʙʝʟ 
ʧʦʪʝʨʠ ʢʦʥʪʨʦʣʷ ʥʘʜ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʝʡ 

ʆʛʨʘʥʠʯʠʪʴ 
ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʜʘʥʥʳʭ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʯʝʨʝʟ 
ʀʥʪʝʨʥʝʪ 

ʆʙʝʩʧʝʯʠʪʴ 
ʠʥʪʝʨʦʧʝʨʘʙʝʣʴʥʦʩʪʴ 
ʩʠʩʪʝʤʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ɼʆʉʊʋʇ ʂ ʇʋɹʃʀʏʅʆʄʋ ʆɹʃɸʂʋ (ɸʋʊ-ʎʀʗ çɼʆʄɸè) 

ʊʨʝʙʦʚʘʥʠʷ 

ʅʝ ʠʟʤʝʥʷʪʴ ʧʨʠʣʦʞʝʥʠʷ 

ʋʩʠʣʠʪʴ ʤʝʪʦʜʳ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ (ʥʝ 
ʧʨʦʩʪʦʡ ʣʦʛʠʥ/ʧʘʨʦʣʴ) 

ɼʦʩʪʫʧ ʢ ʨʘʟʥʳʤ ʚʝʙ-
ʩʝʨʚʠʩʘʤ ʙʝʟ ʦʛʨʘʥʠʯʝʥʠʡ 

ʀʩʧʦʣʴʟʦʚʘʪʴ 
ʠʥʪʝʛʨʠʨʦʚʘʥʥʫʶ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ 

ʚʳʛʦʜʳ 

ʇʦʣʥʳʡ ʢʦʥʪʨʦʣʴ ʥʘʜ 
ʧʨʦʮʝʩʩʦʤ ʘʫʪ-ʮʠʠ 

ɼʦʩʪʫʧ ʢ ʯʘʩʪʥʳʤ ʠ 
ʧʫʙʣʠʯʥʳʤ ʩʝʨʚʠʩʘʤ ʩ 
ʧʦʤʦʱʴʶ SSO (single sign-
on) 

ɼʦʩʪʫʧ ʢ CRM, ʧʦʯʪʝ ʠ ʜʨ. 
ʧʨʠʣʦʞʝʥʠʷʤ ʩ ʧʦʤʦʱʴʶ 
ʤʝʪʦʜʦʚ ʠʥʪʝʛʨʠʨʦʚʘʥʥʦʡ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 



ʇʨʠʤʝʨ: 

ʇʨʦʙʣʝʤʳ 

ʉʦʭʨʘʥʠʪʴ ʩʠʣʴʥʫʶ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʙʝʟ 
ʫʱʝʨʙʘ ʜʣʷ usability ʠ 
ʵʨʛʦʥʦʤʠʢʠ 

ʆʮʝʥʢʘ ʩʦʦʪʚʝʪʩʪʚʠʷ 
ʧʦʜʢʣʶʯʘʶʱʝʛʦʩʷ ʢʣʠʝʥʪʘ 

ʈʘʟʨʝʰʘʪʴ/ʟʘʧʨʝʱʘʪʴ 
ʩʦʝʜʠʥʝʥʠʷ ʚ ʟʘʚʠʩʠʤʦʩʪʠ 
ʦʪ ʢʦʥʪʝʢʩʪʘ 

ʏɸʉʊʅʆɽ ʆɹʃɸʂʆ ʀ ɼʆʉʊʋʇ ʉʆʊʈʋɼʅʀʂʆɺ/ʇɸʈʊʅɽʈʆɺ 

ʊʨʝʙʦʚʘʥʠʷ 

ʉʦʢʨʘʪʠʪʴ ʨʘʩʭʦʜʳ ʥʘ 
ʪʦʢʝʥʳ 

ʋʣʫʯʰʠʪʴ usability 

ʇʨʦʚʝʨʷʪʴ ʥʝ ʪʦʣʴʢʦ 
ʜʘʥʥʳʝ ʘʫʪ-ʮʠʠ, ʥʦ ʠ 
ʢʦʥʪʝʢʩʪ ʩʦʝʜʠʥʝʥʠʷ, 
ʩʦʩʪʦʷʥʠʝ ʘʥʪʠʚʠʨʫʩʘ, 
ʥʘʣʠʯʠʝ ʧʘʪʯʝʡ ʆʉ  ʠ ʧʨ. 

ɺʳʛʦʜʳ ʦʪ ʨʝʰʝʥʠʷ 

ɹʝʟʦʧʘʩʥʳʝ ʧʦʜʢʣʶʯʝʥʠʷ 
ʩ ʧʨʦʚʝʨʢʦʡ ʩʦʦʪʚʝʪʩʪʚʠʷ 
ʧʦʣʠʪʠʢʝ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʃʝʛʢʘʷ, ʵʨʛʦʥʦʤʠʯʥʘʷ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ 



ʇʨʠʤʝʨ: 

ʇʨʦʙʣʝʤʳ 

ʇʨʝʜʦʩʪʘʚʣʝʥʠʝ ʜʘʥʥʳʭ ʚ 
ʨʘʟʥʳʭ ʬʦʨʤʘʪʘʭ ʨʘʟʥʳʤ 
ʧʦʣʴʟʦʚʘʪʝʣʷʤ 

ʅʝʟʘʚʠʩʠʤʦʩʪʴ ʦʪ 
ʢʣʠʝʥʪʩʢʠʭ ʩʠʩʪʝʤ ʠ 
ʧʨʠʣʦʞʝʥʠʡ 

ʇʨʝʜʣʦʞʠʪʴ ʥʝʩʢʦʣʴʢʦ 
ʤʝʪʦʜʦʚ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 
ʙʝʟ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʥʦʚʳʭ 
ʫʩʪʨʦʡʩʪʚ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ 

ʇʈʆɺɸʁɼɽʈ ʋʉʃʋɻ ɸʋʊɽʅʊʀʌʀʂɸʎʀʀ 

ʊʨʝʙʦʚʘʥʠʷ 

ɹʳʪʴ ʚ ʢʫʨʩʝ ʩʦʙʳʪʠʡ, 
ʞʫʨʥʘʣʳ, ʩʪʘʪʠʩʪʠʢʘ, 
ʘʫʜʠʪ 

ʇʦʜʜʝʨʞʢʘ ʩʪʘʥʜʘʨʪʦʚ 
ʠʥʪʝʛʨʠʨʦʚʘʥʥʦʡ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ɼʝʰʝʚʳʝ ʪʦʢʝʥʳ 

ʉʪʦʡʢʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ 

ɺʳʛʦʜʳ ʦʪ ʨʝʰʝʥʠʷ 

ʉʠʣʴʥʳʝ ʤʝʪʦʜʳ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ʉʦʦʪʚʝʪʩʪʚʠʝ 
ʪʨʝʙʦʚʘʥʠʷʤ ʩʪʘʥʜʘʨʪʦʚ 

ʇʦʜʜʝʨʞʢʘ Federated ID 

ɹʝʩʧʣʘʪʥʳʝ ʧʨʦʛʨʘʤʤʥʳʝ 
ʪʦʢʝʥʳ ʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ 
ʯʝʨʝʟ sms 

 



ɻʦʪʦʚʦʝ ʨʝʰʝʥʠʝ ʧʦ 
ʧʨʝʜʦʩʪʘʚʣʝʥʠʶ MSSP ʫʩʣʫʛ 

 

ˢ͙͙͙͍͒ͣͤͫͭͪ͊ͭͤ·͚ 
͒ͦͫͭͯͨ ͍ͦͫͤͦ͊ͤͤ·͚ ͤ͊ 
͔͔͎͙͍͙͙͒ͪͦ͊ͤ͡ 
͍͔͍͔͙ͦͭͭͫͭͤͤͦͫͭ  

͙͙͊͒ͣͤͫͭͪ͊ͭͦͪ 

ˤ͙͙͒ͭ ͍ͫͦΌ 
͙ͤͺͪ͊ͫͭͪͯͭͯͪͯ͟ ;͔͔ͪ͘ 
ͨͦͪͭ͊͡  

˴͙͔ͤͭ͡  

ˮ͙͍ͦͪͦ͊ͤͤ͘͡·͔ ͔͒ͦͣͤ· ͤ͊ ͍͔ͦͫͤͦ 
͎ͦ͒ͤͦͦ ͼ͔ͤͭͪ͊ ͍͔͙ͯͨͪ͊ͤ͡Ύ  



MSSP 

ʇʨʝʜʦʩʪʘʚʣʝʥʠʝ ʩʝʨʚʠʩʦʚ ʩ 
ʧʦʤʦʱʴʶ ʧʣʘʪʬʦʨʤʳ 
StoneGate  

 

MPLS 

Customersô 

Network 

Services 

Customer 1 

Customer 2 

Customer n 

Internet  



ʉʦʚʨʝʤʝʥʥʦʝ ʨʝʰʝʥʠʝ ð 
ʵʪʦ: 
ɺʳʩʦʢʠʝ ʩʢʦʨʦʩʪʠ 

ʆʪʢʘʟʦʫʩʪʦʡʯʠʚʦʩʪʴ ʚʦ ʚʩʝʤ 

ʈʘʩʧʨʝʜʝʣʝʥʥʦʩʪʴ 

ʇʦʜʜʝʨʞʢʘ çʦʙʣʘʯʥʳʭè ʩʝʨʚʠʩʦʚ 

ʇʦʜʜʝʨʞʢʘ ʫʧʨʘʚʣʷʝʤʳʭ ʫʩʣʫʛ 
ʙʝʟʦʧʘʩʥʦʩʪʠ 

çʈʝʘʣʴʥʘʷè ʟʘʱʠʪʘ 
ʉʦʦʪʚʝʪʩʪʚʠʝ ʪʨʝʙʦʚʘʥʠʷʤ 
ʨʝʛʫʣʷʪʦʨʦʚ 



StoneGate UTM ʜʣʷ ʫʜʘʣʝʥʥʳʭ ʦʬʠʩʦʚ  

 

Remote Office 
FW-315 

UTM 

Sales Office 

FW-315L 

UTM 

FW-3200 

ʇʦʯʪʦʚʳʝ 

ʩʝʨʚʠʩʳ 

Anti-spam 

Anti-virus Internet 

Å ʟʘʨʘʞʝʥʥʳʝ ʩʘʡʪʳ 

Å ʙʝʩʧʣʘʪʥʘʷ ʚʝʙ-

ʧʦʯʪʘ 

ʰʪʘʙʢʚʘʨʪʠʨʘ 

ωantispyware? 

ωantiadware? 

ωantiphishing? 

ωantivirus? 

ωantispam? 

ωURL Filtering with DB? 

ωweb content inspection? 

ωHTTP inspection  

ωVoIP Security 

ωQoS 

ωHTTPS (SSL) inspection 

ω IPS (AET ready) 

ω Multilink VPN 

ωApplication Identification 

ω ͙  ͎͔ͣͤͦͦ ͒ͪΦΣ ;͔͎ͦ ͔ͤͭ   
͍ ͙ͭͪ͊͒ͼ͙ͦͤͤ·ͻ UTM 

YES 

YES 

YES 

YES 

YES 

YES 

YES 

YES 

YES 

YES 

YES 

YES 

YES 

YES 

Small, mobile Office 

ɹʘʥʢʦʤʘʪʳ FW-105 


